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Abbildung 2: Anteile der 12- bis 21-Jahrigen mit Cybermobbing-Erfahrungen,
nach unterschiedlichen Formen der Viktimisierung differenziert, in Prozent
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»Deepfakes — Gefahren und Gegenma B nahmen https://www.bsi.bund.de/DE/Themen/Unterneh
men—und—Organisationen/Informationen—und—-Empfehlungen/Kuenstliche—Intelligenz/Deepfakes/d
eepfakes_node.html
»Fakes in den Medien, https://www.schule—bw.de/faecher—und-schularten/sprachen—und-litera
tur/deutsch/unterrichtseinheiten/fake—news
» Medienkompetenzrahmen NRW https://www.schulministerium.nrw/medienkompetenzrahmen—nrw
»Medienkompetenz rahmen NRW, https://medienkompetenzrahmen.nrw/
»Mobbing im Internet, https://www.dji.de/themen/kinderschutz/cybermobbing.html
»RespektBW: BITTE WAS?! Kontern gegen Fake und Hass, https://www.lmz—bw.de/angebote/
alle—angebote/bitte—was—kontern—gegen—fake—und—hass
»Sind Deepfakes in Deutschland legal?, https://www.Imz-bw.de/Imz-spotlights/deepfakes—tipps
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Protect Children
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Encourage them to tell an adult.
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» EU Youth WIKI, Media literacy and safe use of new media
https://national—policies.eacea.ec.europa.eu/youthwiki/chapters/finland/68—media-literacy—and-
safe—use—of—new—media

» Welivesecurity, Finland — hope in the fight against cyberbullying
https://www.welivesecurity.com/2016/07/26/cyberbullying—finland—kiva/

» Finish Government, The “Recognise, learn, report!” campaign seeks to prevent crime taking p
lace online
https://valtioneuvosto.fi/en/—/25235045/the—recognise—learn—report—campaign—seeks—to—prevent
—crime—taking—place—online

» UNESCO, education—profile Finand

https://education—profiles.org/europe—and—northern—america/finland/~technology
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Lucy849392945V

g 85 50 4850
Posts Followers Following
&

Lucy Scott
Model & Actress
Actress living in London

confident
but not able

Made loads of ££££ from beauty
hacks online. To find out how,
follow me and click the link on my
profilen

gh£d8sj4428.vw

oo I

not confident
but able

Confidence

in judging what is real or fake online

to recognise whether a profile is genuine

[2311] Children and Parents: Media Use and Attitudes(2023)
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30,000

C
professionals
trained around
the UK

O Childnet
Digital Leaders

young people
trained as
[13]2] UK Safer Internet Centre (UKSIC)

270,00C 6,785

al-life impact
web pages
removed

Make the internet a better place for children and young people. That's
the mission of the UK Safer Internet Centre, a partnership of three

leading charities.
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» National Crime Agency (2022). Youth Pathways into Cyber Crime in the UK.
https://www.nationalcrimeagency.gov.uk/news/youth—pathways—into—cyber—crime

» National Crime Agency (2023). Cyber Choices Programme Overview.
https://www.nationalcrimeagency.gov.uk/cyber—choices

» National Cyber Security Centre (2024). Annual Review 2024.
https://www.ncsc.gov.uk/annual-review/2024

» Department for Education (UK). Online Safety Act 2023 Summary.
https://www.gov.uk/guidance/online—safety

» Internet Watch Foundation (2023). How Al is being abused to create child sexual abuse imagery.
https://www.iwf.org.uk/media/q4zl12ya/iwf—-ai—csam—report_public-oct23v1.pdf

» Internet Watch Foundation (2024). What has changed in the AI CSAM landscape?
https://www.iwf.org.uk/media/q4zl12ya/iwf-ai—csam-report_public—oct23v1.pdf

» Department for Education (2025). Generative Artificial Intelligence (AI) in Education
https://www.gov.uk/government/publications/generative—artificial—intelligence—in—education/generative—

artificial—intelligence—ai—in—education
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TOUS AMBASSADEURS
CONTRE LE HARCELEMENT !
—

Tous les collégiens volontaires peuvent devenir ambassadeurs
contre le harcélement et s’engager dans des actions de prévention.
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Common Sense Education ®]= W 90,0007 o]/de] stuox Aeixlo] &8 F< H|FE] uK
zzOfor fAY AV WSS FHOR SHIEA 22l ZetoHA| Hio]3 AR
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(& common sense

Read Laterally for Accuracy = Read Laterally for Accuracy 8

QPESY: NANE
Part 2 Directions: Hoax or Real?

Select one of the videos below. Using lateral reading. determine whether the video is a hoax The video | investigated

Using the chart below. provide corroboration from trustworthy resources you can find. (This means
You might rot record every >
ding. If you're in 4 group, ¢

Corroboeating Seurce

pieces in your kateral res
to explore

oo (4= Bots of how the soures v <
{bnk or citation) Evidence [+-2 bulets of how the sourcs valdates or debunis)

Choose One:

Video 1 Res

Watch: “Snowboarder Girl
Chased by Bear™

MRS VDS, PRI, 5014 Mo " .
755,
Video 2
Watch: "Loggers Couldn’t :
- ar <
Believe What They Found in ) =
the Middle of a Tree!" ”“
TIWEESE YOUTUBE. 131272008 (8 Vanes,
Video 3
Watch: “Proven Turmeric *  Thisauestionatie video prese betarmion the informmation in the vid hoas u [
Cure Cancer” tantiated heakth tx

IWTLLMENA, YORATUIM, ACLIATLY 15 NPV
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® Hoaxes and Fakes
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Cyber Civicst TS HFLE sh= 394 ws 280z fag AP, AHE 25y
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2}, Uncovering Deep—fakes: Classroom Guide

Uncovering "-:--:w—.m B A for Educatont= 97t % HE Jlwow,
7" Grades e
Deepfakes .— ' R} 337130] ofd wlge] o]tk o] 7|

Classroom Guide + Discussion Questions © Sl WANSo] Y AIE WL IR A

SIS o ol Sasn Qe A Gn A
B e e e e 0 GEOZE AL SlEEA 2%, HH A, A
What are Deepfakes? glEd A4, ¥3E Al 5ol e, FEA o
S) Vs 6 e ne oo I i o g Soing S e e SA(NYC DOE), 248 w7 A7ty Zsh
;)e;;;f;;teTechniques T 5 15070 oAte] wev|#at d=ska gtk

* Face Swapping: Heplacing a person's face with another in a video or phot
"

o Vloe Claning:Using Al 10 mimic someone's voks "Uncovering Deepfakes: Classroom Guide'+= %-17
1
=

* Lip Syncing: Malirg a pe (
L=ty YN Ko N T ®) (O[3
The Dangers of Deepfakes S} 9‘]'-/\§E EH/}?]-E %"lﬂo]ﬂ—gl 7H1T§L 14%]/%], /'\_]l

el ¥, 924 10 AR} 58 O 49 Aol &
o identity thett Dueplsbes can irgersorate ndiadaas in Wieos o sudio recardrgs

S e ) A AlE ez @ R AR 3
S e BPYEO] HjTFA AbTO} SE]d W ES Ao
o et o et et cionin T} o] Fjo]ER SHS0] PHlola 7|40 B

+ Bection manipulation: Deepfakes can be used 10 make canddotes ook bad of corfuse
tars by creating lake speech f itrview 5 S [e] o] = ==
by eraseg i A= QI AR, g9 EAIE olslist
* Nonconsensual intimate images (NCE): Doepfake photos and videos that remove the
oot thing without ther knowledy raent
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ZQ EEZ 24
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o}, Olweus Bullying Prevention Program (OBPP)
OBPP= k=290 Heskat Wl ZH]-¢-~(Dan Olweus)7t 7R st

ggats JIur AAR BEHT ook ol shw, @A, A, AAE] oM SPHon Ee
-1
[e}

A
4T 4 ED ol 9198 T, LAY L, FER ol
29 4% 4714 slolet wef 7t AT, 34 5 At 25
AA 52 Lk = DE
A 2 EREER EE R D R

5. 9%

Al 719 ware Baagel ol Z1918 ABsks FA AZe SIPE Susk ek duol
2 8AE SIS AW S WP 4 Uk gdoR, o2 dsl] Sld Ad welw w

@] tigol Wasolok Stk W) Al SePlE Fad AAS AFSE, 2 G4 Al

%ol g2l AeT S HEE g UAE A @8 Zsit Bad Aol

[F A=)

» https://www.nytimes.com/2024/04/08/technology/deepfake—ai—nudes—westfield—high—school.html

» The Lancaster County District Attorney’s Office, https://lancaster.crimewatchpa.com/da/11617/post/2—juveniles—charge
d-connection—ai—generated—images—lancaster—country—day—school —students?

» The U.S. Department of Education’s New Title IX Rules, https://19thnews.org/2024/04/biden—administration—ne
w—title—ix—regulations/

» FBI, https://www.fbi.gov/how—we—can—help—you/outreach/safe-online—surfing—sos—program

» Havard Graduate School of Education’s Project Zero, https://pz.harvard.edu/resources/digital-literacy—and—citizens
hip—curriculum

» CSE, https://hwb.gov.wales/api/storage/22510c85-b110-4e69—acd7-051bc478124e/10.6%20~%20Read %201 aterally%20for
Z20Accuracy%20Handout%20(teacher%:20version) %20~%20English. pdf ?preview=true

» Al For Education, https://www.aiforeducation.io/ai—resources/uncovering—deepfakes

» Cybercivics, https://www.cybercivics.com/about
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10) Technology-Facilitated Sexual Violence in Canadian Educational Curricula, Policies, and Legislation.
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Table 1. Educational Curricula across Provinces and Territories.

Curriculum Features AB BC MB NB NL NS NV NWI ON PEl QC SK VK

Addresses gender-based .
v |v|v v v v

harm

Addresses sexuality-

exuality-based slv o = / /

harm

Discusses abuse/
v |v|v v vi v v Hv|v
v v v
v v v v v v |V v | v
v v | v
v iv | iviiv v v v |v v | v
v iv v iv v v v v v v v v

v v |v|v v | v v
v v
"Note: these concepts are discussed in suggested/extemal feacher resources, not formalized in the curicula

Table 2. Policies and Other Government Documents across Provinces and Terrifories.

Policy Features AB BC MB NB NL NS NV NWI ON PEl QC SK VYK

Addresses gender-based

v v v
violence
A esses sexuality-t =
ddresses sexualify-based v v
violence
Recognizes that TFSV is P T 1y vlelvlvsly

sexualinnature
Recognizes that TFSV

occurs both online and v v | v v v Vv v Vv v v
offline

Acts/policies recommend

consequences/processes v v v | v |V v v

to adidress TFSV

Recognizes power v P v W
imbalances

Discusses responsibilty to v v v

report

Identifies action plan/ v v v v v v v

prevention siralegy

Policy emphasizes,

stipulates, and/or guides v v Y v v
school codes of conduct

(79 1, 2] et W A OAg AQEE vl e meabd 9 g - 3R k) Ag
CE 3 AUt W A A" Au B asad 9 ws 39 ¥ =
2834 28 39

A (gender) 719+ &

FE7H

A2 A (sexuality) 714 oS thRE=T?
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el ek gAE Auae] 49 E4 A4S et
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AT % ASE A AETN? ERIEEER e F e S e
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q2g oJd-&d& o1 d=7R gqzg AdE oA 9@ A A2 AAstEE?
275 WAE S AR Ve St qf-goly qF AP
EEE AT Az-fele Aao] QEr)
A8 2FPe AT LA -
R8T B dEe A weAg0l ofd Fug - 9% 1% Ans ges &
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11) BBC news Korea(https://www.bbc.com/korean/articles/c801810eljno)
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U 39 gAY 93 9% 2

SF FARAAYAT wsHoAE HAYE AFlH(digital citizenship) W52 Fo M=
HR 2R A" AIRIO)AS Qbefole & Shal it o|9f TElste] HAd AHld PA|EE Hk
= FotHA ot WAL, SHRE

’

Sk SIek. ol WAOlECIAE TRt 49 AR AREL AT W FHRLE Pk
A
T

1) Cybermarvel Ate|H ¢Fd w4l

FAF A AAST A% WAFES FHu W-S52] Universal Resources HubolA] A-g3dl= Ato]
HutE(Cybermarvel) @] AtolH] Qb wAPE o] 88 4= Qlrt. of7|dl= 7Md wA, Hde 9 ot
NAE, A, exefel #¢ 5& AWsts ot A&7 A=l Sl 53] AR A=+
AtolH] QA W8 W8-S ‘miQlF g TE (Minecraft)' @F -2 M AlA HaWdE0] 24 st= Al
ol ARt Aot wARRMH Ty o] Apmel A HIste] WS 8
k= HolA Amo f-84d0] woF Hlon, sEe] SHE 7L ol ol

5t 57]94 AAo1x £A8E Ar=ER gitido] B

o4,
ol
38,
)

o, S0 W s Wele A4, FA) Ak So] th2s] TA4se 9 AL BAT 4 9
of. EG AfolE] okl mAE 49 o] HE SIS e uwle AaE FRst] A
3 glol @AFE] shagel Heteh £ ARE AT AL AY L APT 5 Y= AYs)
T 9t

Primary schools High schools

Digital Detectives Cyber Safe Cyber Security Fundamentals Do not get played Don't be sextorted Protect from deepfakes

Years Foundation (K)-4 Years 3-5 Years 5-6 Years 7-12 Years 7-12 Years 7-12

How many cyber security puzzles can

ik Get talking about online gaming and
you solve

to get help in challer

1 talking about digital footprints Get talking about deepfakes to
e and kno proactively stop online abuse.

[ 1] Ao A4 WHOM A Zot= Y AR YEE 258t E, ¢ 1SS UE)
13) 23 1] o]elo] B % Clgrst 491 Alg AL FALAYAAR B&Y FHolxoly Fr0R HA 4 Ut

(https://www.nsw.gov.au/education-and-training/cybermarvel/cyber-safe-classroom).
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<HE 1> Cybermarvel? 2221 £ A&
T | 2A A= &
22el b AH B, F= EE, oM S IAE 8ot =2kl ¢t
2 (Be safe online) A HE FAE FFcle 5
) 22telof A dstA distr] AtolH] ¥FRle] AEE shadtal EEsHH, e &
=5 (Be kind online) AstAY e o Ao AFE E96hs
: tAE go] o HAlQ 22 AHE vEHor HIlste] AHo| Zuket A4
(Be a digital detective) = Wga, A A TRk e viee g%
Hzd gy &7 2ol FRl= A A AR, 29l A= -8t
e 4 (Be a digital leader) =2 29 ofFo] figt e 53 V2 &
° 78t gx9g Alglo] HAa | P &2 Folu & Hol e Aol ofd 2l Al
> (Be an empowered digital citizen) | 8] 2E I AFS 4 Urte A5 &5

2) Common Sense T A9 A|9l@E w-S3}3
FARSA L AT WeRE GXURE 128MdA712] 9] SES fgideR AYd fHAg Alwd

W= AEE A
H
=

S ARIE ST 4 ok Y BRIAL ool FE DY, AQHE BT L H, ¢
g WA A, WA D ARUACIA, Alold] MFY, UAY Sehnt U Fo B, HA Y

ool e A T 671 HH FAE 7HA]A AA U

(& common sense education e Ject oton Q (= m Student Video
Teen Voices: Friendships and Social Media
Interactive lessons and activities for all students! @
Digital Citizenship Curriculum videos
— ,_ -
See the related Digital Citizenship lesson.
Lesson Slides tomizabl

See the video discussion activity.

Filter by grade { Allgrades v )

Media Balance & o : Digital Footprint &
Vell-Being, Puvacy s scirty Identity

[3F 2] QA AMUH R (ZDd =Y ARI(, 784 My social media life)

—

5] Common Sense EducationoA= sHYE<] g

A|m

gastel 1 BEe AFetn glonl, A" AuBEG ohe Ay

E
_— S
AN &8 7T =AM, IEE, gt 5 ot EErYo] AgE A5k v ELF W

g
A Qg Amet SRR ag A7, PN THEe] ¢

o

o O

Q] AAE 5 OAD AWl wee Astn ek
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EducorVie 41 dhore

Raising Healthy Kids in a Digital
World

Understanding the benfis and challergesof asing

Young Kids & Screens: Healthy
Development in the Digital Age

Raising Healthy w¢1come' B e

Kidsina g Q? Vi
Digital World 2\ == Raisingl{ealthy Kids
ina Digital World

Mira este video en espafiol.

(& common sense

[23 3] 4R AAH ABE I3 F AR

2. 72HES dAE H3 9 ns

7t FEAES 34ad XY Y3 8%

TAME HA Fadso] HA" HAo| AFHL e dAA AEA XSt Aads A
olof A AIE o] &% 2z HEFAY o FEHE wAd WA A dojual it 20159
ol A8 SAI¥H(Harmful Digital Communication Act)e] A= o] AlPE| Qo &6
7, o WelHE eaelol Aol s, @u TEY ol AR ojuAsl ALl AelA SL
A4 o2 TEW AR AFEEA Sl el WS FHHL AR ot Bol YR
B 4749 WA 285} olgela)] gE Agolehe o] Uzte] Hiolct?

(Internet Watch Foundation)2 %3f sl5of 4

r
re
dr
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o,
4
3
>
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N
>
2
e

akes Sense, FwHHME ofglo]lE 7 SHASH HAE TS §35t= TADE= AAZE AHEA T

=
=oAE dHela oA H S &A] Hrlole FEoitte e #eldAM REAE=S] 2

olet #2 7IEY TleH -¥A SRR AE S5 s tSAS] ds e Aljtst
71 Y5l 20243 129 FAHAE YlAo] = (Netsafe)2} AIAPI(AI Asia Pacific Institute, Al ©FA]oFEl
FE71H7F A wEAE W 2] o AU AA FekE fler AR 22k Hd: AR
AF7} 713](Discussion Paper on Al and Online Safety: Emerging Risks and Opportunities)’ 2]
EoM= g YEEA AR SR AASHL Sl AW HAE A

ZES WY A4 HUA
= QU AESHE AY Gt A4 Al ANYA BY 152 98 sk gtk
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i} R3S OAY 9 oF 28

FARCAA S CAE WA oY LS AUsHE /T HAIo]E (Netsafe) o A (Kete)7H
fEAolch, YAl ZE Hge Setel ebd s|goR 2erel ohde] Tt ng U ANYS Fy
st glom], w
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Yol el s Latel AW AYPety] o) HE Lol AR sjuz, WA} s g
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Hae 9 B slol=, DALY AET 5 Uk A7 5& AT 9ok,

1) g2 AA (Hector's World)
e o] AA= 5~104] ojdolE tidoz Au|al {3t ofyuo]d omAEE Fof 22kl

A +de AFsH] S whEold Fdxth RE o¥AEE YoutubeE O F U o8
Aot A ouate] digt e e AT 4 clew, I 8 o A=eh A 7h

B B A T AEE & e E5A & A AFStAL

e ks
S - Linns Mane Jellyfish

W B

- iﬁ — ; L
: e

ABALANCIG ACT RUANING A TICHT SHIP

Mr Ling teaches the class why it's important Jazz is concerned after sharing some
to ‘watch what you watch’ online and Felix personal info online and the friends lean the &

learns a valuable lesson about balancing his
online time. information...private

i o =
] y .
[ " &5 |
Ay . s
j X (
L - N
N %
s |
m m - I
e

importance of keeping their private
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2) A4Ad AH AFE=(Youth Action Squad)

Fad AH AL Ee) TS Lefel ohdi Dol BAlo] Uk FAUES 9% =

T ma A AYshe 4TS sATT Holis LATE WEA ) Folsof sim, stSe] A
2 992 2ysty 2% AL $UT T @ o] Ha § wo] Y4 AWt Had of
A 2FES B9 PSS TAD AnolAe] B mAE AF, 20F BF, EIRE, ST P

& Y 5 OFE ZFol FofstHA YAS 2E7t Hol B 352 AYsHA "
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WHAT TO DO WHEN “l really wanted to learn
PROBLEMS ARISE more about being safe

online, and Netsafe has
been amazing in

é“n" providing that
- vis opportunity. | also want
— : :
% vis to give back to my school
N a5 P community as I've

personally known
students that have been
abused and exploited
online.”

Jhett, Christchurch, YAS
ambassador

& netsafe )

[ 5] Youth Action Squad && ALE(Z}), YAS YHIME SHY UER(L)

3. @a

539t FAACO g W o o] EFogye oo e AAHS €A & 9
Jth. A4, tAg AW wge 93 ¥rol wgHAS ety AAstcte] sty 9l
= Aotk LulAE tAd
< D9stllA ARHer ALt 4
o olgdgo] Uch B4, OAE WA o 28e 9% A7 B2 HWr SostwAl dfg AR
£ mol shfo] 7S edetn glod, o] A&Hor ¢
Qi Holo}, LUl AE ot Zo] & AL, FA ‘TSt Ry, ‘E=HE So 4

At gl v

£
o
)
ol
H1
Jhu
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kl
0
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o)
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Ho

)
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i)
o
i—lﬂ

(Fx A=)

» NSW Department of Education, ZAFE §13F A€ AlWdA 4 A=
https://www.nsw.gov.au/education—and—training/digital—citizenship?language=ko—KR

» Austrailia eSafety Commissioner, Online safety WA} ¢ 2mg 2 ¢ &8 715 A=
https://www.esafety.gov.au/educators

P Al Asia Pacific Institute, Al and Online Safety: Emerging Risks and Opportunities
https://aiasiapacific.org/our—work/ai—and—online—safety—emerging—risks—and—opportunities/

» NETSAFE New zealand, https://netsafe.org.nz/

» KETE New zealand, https://education.netsafe.org.nz/
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"5 Y2 8N A
" AREHAY OIS Oy ¥y 12,200 12369 12479

= 7|E}
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[C13 1] Atel¥] WA A7 A Fo] (A4 42 42A)
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SHIE https://www.pref.kochi.lg.jp/doc/2015070700147/

-
=]

A

» SRS https://www.pref.aichi.jp/police/anzen/cyber/game/cyberpolicegame.html

'

[RFE4, https://www.mext.go.jp/zyoukatsu/moral/

o
RYA
[5]

‘text=

» DEP A H A2, https://www.bohan.or.jp/protect/net.html#:

» 07 L, https://www.ntv.co.jp/jugyou/

» NHK, https://www3.nhk.or.jp/news/html/20231208/k10014275041000.html
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